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Foundation trust membership and GDPR  
 
In the last few weeks, we have received a number of enquiries from foundation trusts concerned about  
the implications of the new General Data Protection Regulations (GDPR) for their membership databases. 
When asked, NHS Improvement recommended that foundation trusts should seek legal advice. Together 
with solicitors Mills & Reeve LLP we have put together this briefing note to explain how GDPR applies to 
membership databases and the action trusts should be taking before GDPR goes live on 25 May 2018. 
 
This note is intended as general guidance only and not as a substitute for legal advice (please read our 
legal disclaimer).1 
 
 

Are foundation trusts GDPR-ready? 
To judge the current state of readiness, we looked at the member recruitment practices of a sample of FTs. 
In all of the cases we looked at, the current practice is not GDPR-compliant. Whilst it may be that trusts are 
intending to move to GDPR-compliant systems by 25 May, they should also be preparing to notify their 
existing members of the basis on which their information is held by the trust and their rights under GDPR 
to opt-out. 
 
In addition, the particular features of FT membership mean that virtually all staff members and some public 
and patient members will not have ever consented to the processing of their data, because they became 
members through what the FT legislation calls ‘automatic membership’. If this hurdle cannot be overcome, 
FTs will not be able to process their data after 25 May without first obtaining their express consent or 
applying one of the other GDPR processing ‘conditions’ explained below. Further, where there is an 
imbalance of power --- for example between employer and employee ---  it will be difficult to demonstrate 
that consent is freely given, which may mean that staff cannot validly give their consent under GDPR. To 
add to the complexity, GDPR expressly states that people under 16 (which may drop to 13, but for the 
moment is still 16) cannot give their consent, so the consent of a parent or guardian will be required 
unless another of the processing conditions set out below applies. 
 
 

                                                             
 
1 Whilst we have used our reasonable endeavours to ensure that the information in this document is accurate, you should note that NHS 

Providers, Mills & Reeve LLP and our respective members and employees accept no liability whatsoever in contract, tort or otherwise for any 
loss or damage caused by or arising directly or indirectly in connection with any use or reliance on the contents of this document except to 
the extent that such liability cannot be excluded by law. We each agree that nothing in this disclaimer shall exclude our liability to you for 
fraudulent misrepresentation by, or for death or personal injury resulting from the negligence of, us or our respective employees. 
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A lawful basis for processing data 
The first key principle in the GDPR is that data controllers need to process personal data lawfully, fairly  
and transparently. 
 
This is currently the case anyway under the Data Protection Act and, like the Data Protection Act, the GDPR 
sets out the list of lawful justifications for processing --- referred to in this article as the ‘conditions’. But what 
is new under the GDPR is an explicit obligation to tell people the legal basis for processing their personal 
data. So trusts are going to have to document and communicate this. 
 
Another reason for needing to be clear about your lawful basis for processing personal data is that it 
affects the extent to which the individual can limit that processing. For example, if you are lawfully 
processing someone’s personal data because it is necessary for the performance of their employment 
contract, then they do NOT have the right to object to that processing. 
 
As with the current data protection rules, GDPR applies differently to data that is considered particularly 
sensitive. Under GDPR data is defined as ‘Personal Data’ and ‘Special Category Data’. Personal Data is basic 
information like an individual’s name, address and age. Special Category Data is more sensitive personal 
data and includes racial or ethnic origin, political opinions, religious or philosophical beliefs, trade union 
membership, genetic/biometric data, health, sex life/sexual orientation. In our sample of FTs the trusts’ 
sign-up procedures captured both Personal Data and Special Category Data. 
 
This is also important because the second of the five GDPR principles2 is that information must  
be adequate, relevant and limited to what is necessary in relation to the purposes for which they 
are processed. 
 
 
 
 
 
 
 
 
 
 
 
 
 

                                                             
 
2 The GDPR principles can be found here:  

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/principles 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/principles/
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The ‘conditions’ that allow processing of Personal Data and Special Category Data are set out  
in Table 1 below: 
 
Table 1 

Personal data Special category data  

Consent Explicit consent 

Or necessary 
for… 

Contract  Or necessary 
for… 

Obligations under law e.g. employment 

Legal obligation Vital interests 

Vital interests  Personal data manifestly made public 

Legal claims  

Task in public interest / 
official authority 

Substantial public interest ---  
proportionate to aims and safeguards 

Legitimate interests  
(NB ‘public authorities’) Archiving, scientific and research 

 
 
In order to understand which of these processing conditions might apply in any given case, trusts will 
need to consider why they capture the data.  
 
 

Information required to identify members 
Leaving aside the question of how an individual came to be a member of an FT, there is a certain amount 
of information that an FT will need in order to know into which membership category an individual falls. 
This will include their name and address (in the case of public members), whether they work for the trust 
(in the case of staff members) and whether they have been patients of the trust (in the case of a patients’ 
constituency). However, information that needs to be captured for one category of member may not 
necessarily need to be captured for all members. For example, whether someone has been a patient of the 
trust is not information that is necessary to establish whether an individual qualifies for membership of a 
public constituency. 
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Information that may be required for other purposes 
Under the NHS Act3, foundation trusts have the obligation to take steps to ensure that their public (and, if 
they have a patients’ constituency, patient) membership is representative of those eligible to be members. 
Unfortunately, the legislation does not set out what ‘representative’ means. Whilst one might argue it 
means address or gender or age, one might equally argue that it means ethnicity, religion, medical 
condition, sexual orientation or body mass index. As noted in the previous section, information about 
whether an individual has been a patient of the trust may not be essential information in the case of public 
or staff members. Whilst this lack of clarity might appear to be helpful to FTs that want to collect some of 
this information, the fact that different FTs collect different data sets raises the question whether collecting 
any of this additional information is actually necessary. Also note that the duty to take steps to ensure a 
representative membership would not justify collecting additional information about staff members, 
because the duty does not apply to the staff constituency. 
 
 

Is consent the answer? 
From our sample, it appears that foundation trusts are not currently obtaining GDPR-compliant consent 
from their members and they will certainly not have done so historically. So, the question arises of whether 
they should now be asking members to refresh their consent. Further, for the staff constituency, members’ 
consent will not have been obtained at all where automatic membership was used. Obtaining staff 
consent now may not be possible, because the imbalance of power between employer and employee 
means that it would be difficult to demonstrate that consent was freely given (which is a GDPR 
requirement). In addition, for FTs that set their minimum age for membership below 16 (or 13 if legislation 
currently before parliament is passed) it will not be possible for younger members to give their consent, 
because GDPR does not allow it. This leads us to the conclusion that a more practical option for trusts may 
be to identify another condition under which data can be processed. 
 
 

What conditions could apply in the absence of consent? 
As an alternative to consent, other processing conditions may apply. These are set out in the second and 
fourth columns of Table 1 above. Identifying the right processing condition is important. You only get one 
go and you have to be right or the processing notice will be invalid.  
 
Mills & Reeve’s view is that the ‘legal obligations’ processing condition may apply to information gathered 
from applicants provided it is necessary in order to determine whether an individual applicant is entitled to 
be a member, which should cover the minimum data set. For individuals brought into membership using 
automatic membership (staff and, in a few cases, public and patient members where automatic 
membership was used for the patients’ constituency) relying on this condition may be more difficult, 

                                                             
 
3 s61(1), National Health Service Act 2006 
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because trusts were not legally obliged to use automatic membership. In these cases, it is possible to 
argue that it is in the ‘legitimate interests’ of the trust to process the minimum data set. 
 
Processing data beyond the minimum data set is legal if the trust is carrying out a ‘public task’ --- for 
example, because the trust needs the information in order to know whether it is complying with its legal 
obligation to take steps to ensure that the trust’s membership is representative. This would not allow the 
trust to use the data for other purposes. 
 
For data or purposes which cannot be brought within the ‘public task’ condition, trusts may be able to 
argue that processing it is within the ‘legitimate interests’ condition (in the case of Personal Data) and the 
‘substantial public interest’ condition (in the case of Special Category Data). However, the trust will need to 
set out its reasoning, which should be approached with caution because the trust will not be able to use 
the legitimate interests condition if the information is to be used to perform a public task. This means that 
the uncertainty over what a ‘representative’ membership entails is particularly unhelpful. It also means that 
trusts will need to stop processing staff data that falls outside the minimum data set, unless it can argue 
that there is a legitimate interest in continuing to do so and is able to articulate what that is in a notice to 
the member, because the representative membership duty does not apply to the staff constituency.  
This may mean that some fields that can be collected from public members will need to be greyed-out 
when/if staff sign up using the same process. 
 
In order to rely on a condition, trusts will need to tell the data subject (i.e. member) explicitly what data 
they hold, what they intend to do with it and the legal basis (the condition) under which the data is to be 
processed. It is important to get this right, as a data controller cannot subsequently switch between 
conditions. This makes sense because different conditions confer different rights on the data subject as 
shown in Table 2 below. 
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Table 2 

  Right to erasure Right to portability Right to object 

Consent ✓ ✓ 
X 
but right to withdraw consent 

Contract ✓ ✓ X 

Legal obligation X X X 

Vital interests ✓ X X 

Public task X X ✓ 

Legitimate interests ✓ X ✓ 

 
 
In addition to the special cases in Table 2, the following Data Protection Act rights continue to apply: 
 

• Right to be informed 

• Right of access 

• Right to rectification 

• Right not to be subject automated decision-taking or profiling 

• Right to be notified of data breaches. 
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What information should a privacy notice contain? 
Trusts will need to send members a data privacy notice explaining what data they hold, why they are 
holding it, what they will use it for and the legal justification for doing so. 
 
Table 3 below sets out a checklist for a privacy notice, which you may find helpful: 
 
Table 3 

  Information to include in Privacy Notice Notes 

 Your identity and contact details and details 
of your representative (if any). 

You may have nominated a representative for the 
purposes of the DPA/GDPR. 

 Identity and contact details of your data 
protection officer. 

All public authorities are legally required to appoint  
a data protection officer. 

 The purpose for the processing. Avoid generalisations that are open to a variety of 
interpretations (e.g. ‘improving user experience’, 
‘marketing’, ‘IT security’, and "future research’). 

 The legal basis for the processing. Under the GDPR, it is more difficult to obtain consent 
and note that public authorities cannot use the 
legitimate interest basis for processing. 

 Any legitimate interests that you are  
relying on. 

The recitals to the GDPR identify certain legitimate 
activities (e.g. processing for preventing fraud, 
information security and intra-group transfers). 
However, this must be weighed against individuals’ 
rights and freedoms. 

 The categories of personal data.*  

 Recipients or categories of recipients of the 
personal data. 

For example, group companies or credit  
reference agencies. 

 Details of transfers outside the EEA and any 
safeguards taken. 

The data transfer mechanism used to legalise the 
transfer must be specified. 

 The period for which data will be retained or 
the criteria used to determine this period. 

 

 Details of the data subject’s rights. This includes the right to be forgotten, restrict 
processing and to object to processing, the right to data 
portability and the right to object to direct marketing. 
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 The right to withdraw consent at any time (if 
consent is used as the basis for processing). 

Include details of how the data subject can exercise  
the right. 

 The right to lodge a complaint with a 
supervisory authority. 

In the UK, this is the Information Commissioner’s Office. 

 The source of the personal data (and whether 
it was a publicly accessible source).* 

 

 Whether the provision of personal data is 
part of a statutory or contractual requirement 
or obligation and possible consequences of 
failing to provide the personal data.** 

 

 Details of any automated decision making 
(eg, profiling), the auto-decision logic used, 
the significance and consequences. 

 

 
* not needed where data is obtained directly from data subject 

** only needed where data is obtained directly from data subject 
 
 
 

Appointing a Data Protection Officer 
The GDPR introduces a duty for public authorities (which includes NHS trusts and foundation trusts)  
to appoint a data protection officer (DPO). You should have your DPO in place by 25 May 2018 and their 
details should be set out in the privacy notices you send to data subjects (the individuals whose data  
you hold). 
 
The Information Commissioner’s Office says, ‘‘DPOs assist you to monitor internal compliance, inform and 
advise on your data protection obligations, provide advice regarding Data Protection Impact Assessments 
(DPIAs) and act as a contact point for data subjects and the supervisory authority.’’ 
 
Under GDPR, the DPO must be independent, have experience and expert knowledge of data protection 
law, must be adequately resourced, and must report to the highest management level. 
 
A DPO can be an existing employee or externally appointed and can be shared with other organisations 
provided they can still perform their role effectively and be accessible to data subjects. 
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Required changes to agreements between FTs  
and membership services providers 
GDPR also requires data controllers to ensure that their contracts with data processors meet certain 
minimum requirements. These requirements are more detailed than under the current regime and are  
set out in Table 4 below: 
 
Table 4 

Requirements under the DPA Requirements under the GDPR 

The processor is to 
act only on 
instructions from the 
controller. 

Needs to be a binding contract (or legal act) with the processor which sets out the: 

 subject matter (eg, the services performed), nature and purpose of the processing 
(eg, to enable the processor to carry out the services); 

 duration of the processing; 

 type of personal data;  

 categories of data subjects; and 

 obligations and rights of controller. 

The processor is 
required to take 
technical and 
organisational 
measures against 
unauthorised or 
unlawful processing 
of personal data and 
against accidental 
loss or destruction 
of, or damage to, 
personal data.  

The processor may only process the personal data in accordance with the controller’s 
documented instructions. There is an exception for processing required by EU  
or Member State laws. 

 The processor must ensure that employees or other people authorised to process the 
personal data are subject to appropriate obligations of confidentiality. 

 The processor must keep the personal data secure (implementing appropriate technical 
and organisational measures). 

 The processor must obtain the controller’s consent before using a sub-processor and 
enter into equivalent data processing obligations with that sub-processor. 

 The processor must assist the controller, by technical and organisational measures, with 
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responding to requests from data subjects exercising their rights. 

 The processor must assist the controller with complying with the controller’s obligations 
to implement appropriate technical and organisational measures, notify personal data 
breaches and carrying out data protection impact assessments. 

 The processor must delete or return all personal data at the end of the provision of 
processing services unless EU or Member State Law requires the processor to keep a copy. 

 The processor must make available to the controller information to demonstrate 
compliance with the obligations and allow audits by the controller or its mandated 
auditor. 

 The processor must inform the controller if, in its opinion, the controller’s instruction 
breaches EU or Member State data protection law. 

 
 
The Department of Health, in partnership with Mills & Reeve LLP, has published standard clauses in its  
Data Protection Protocol, which is designed to operate as part of the latest NHS terms and conditions for 
procuring goods and services.4 The clauses will need amendment to be used in contracts that are not on 
the NHS terms and conditions because they include references and defined terms from the conditions. 
 
 

 

 

 

 

 

 

 

 

                                                             
 
4(January 2018) https://www.gov.uk/government/publications/nhs-standard-terms-and-conditions-of-contract-for-the-purchase-of-goods-

and-supply-of-services 

https://www.gov.uk/government/publications/nhs-standard-terms-and-conditions-of-contract-for-the-purchase-of-goods-and-supply-of-services
https://www.gov.uk/government/publications/nhs-standard-terms-and-conditions-of-contract-for-the-purchase-of-goods-and-supply-of-services
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What should FTs do now? 
• Appoint a Data Protection Officer who has the skills, experience and knowledge they will need  

for their role. 

• Ensure that relevant personnel within their organisation understand the trust’s obligations under GDPR. 

• Review the data they hold and consider whether they need it and why (and destroy any data they  
do not need). 

• Review their member recruitment process, to ensure that prospective members are given the 
information required to comply with GDPR, explaining clearly what data will be used for and the legal 
basis for doing so (which may be different for different data sets). 

• Either: 

• obtain GDPR-compliant consent from existing and new members (recognising that consent may not 
be possible in the case of staff or children); or 

• identify another applicable processing condition for the data. In the case of public/patient members 
who have applied to be members we think trusts can rely on ‘legal obligation’ for the minimum data 
set. Any further information should be limited to what the trust considers necessary to satisfy its duty 
to take steps to ensure that its membership is representative, relying on the ‘public task’ condition 
and any other information should not be collected. In the case of staff and public/patient members 
who have become members through automatic membership, for the minimum data set trusts could 
rely on the ‘legitimate interests’ condition. No information beyond the minimum data set should be 
held for staff. In the case of public and patient members recruited through automatic membership it 
may also be legitimate for the trust to hold additional information the trust believes to be needed in 
order to satisfy its duty to take steps to ensure that its membership is representative, and could rely 
on the ‘public task’ condition.  

• Notify existing members of the information the trust holds, the basis on which it is held and the legal 
justification for holding it.  

• Ensure their systems are compliant and secure, including applying the latest software patches and  
that data is kept in a form that permits identification of data subjects for no longer than is necessary. 

• Ensure that their contracts with data processors contain the mandatory provisions required by  
the GDPR. 

• Read and comply with guidance from the Information Commissioner’s Office, such as their helpful 
publication Preparing for the General Data Protection Regulation (GDPR): 12 steps to take now. 5 

 
 
 

                                                             
 
5 https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf 

Contact:  John Coutts, Policy Advisor, Governance   john.coutts@nhsproviders.org 

mailto:john.coutts@nhsproviders.org

